Cryptography Limitations Name:

1. Which of the following has a weak key?
A. WEP
B. WPA
C. PGP
D. AES

Answer:

2. Which of the following is NOT a cryptography limitation hindered by being too large?
A. Time
B. Longevity
C. Speed
D. Size

Answer:

3. Until a key has been compromised, there is no need to update to a more secure one.
A. True
B. False

Answer:

4. If the creator of the key has known preferences, which of the following cryptography limitations
must be considered?

A. Size

B. Predictability

C. Reuse

D. Speed

Answer:

5. Which of the following attacks is a concern if keys are reused?
A. MitM
B. Impersonation
C. Passive decryption
D. All of the above

Answer:

6. refers to the randomness collected by a system for use in algorithms that require
random data.

A. Chaos

B. Entropy

C. Enthalpy

D. Order

Answer:
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